A Stick Figure Guide to the

Advanced Encryption Standard
(AES)

v

© Copyright 2009, Jeff Moser
http://www.moserware.com/



http://creativecommons.org/licenses/by/3.0/us/
http://www.moserware.com/

Act 1: Once Upon a Time...



I handle petabytes® of data every
day. From encrypting juicy Top Secret
infe"igence to boring packefs bound
for your WiFi router, I do it alll
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* | pe-rabyfe ~ a lot



. and sfi“ No oNne seems to care
abouf me or my story.




I've. 90f o be.ffer"-rhon-Cinde.re"a
sfory as I made my way to become

king of the block cipher wor|d.
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Whoa! You'r'e sfi” fher‘e. You want
to hear it? Well let's get started..
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Once upon a time’ there was no

good way for people outside secret
agencies to _judge 9ood crypto.
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EBGI3 v fe.rn3!

Double ROTI3 _

is berrer!
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* ~ pre."'l‘l75 for the 9e.ne.ra| pubhc



|and to 'Find o 3ood, secure, algorifhm.

[A decree went throughout the

We need o 9ood cipher!
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One worfhy compe-ri‘ror named
Lucifer‘ come forward.
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| Afrer being modified by the National
Securi-ry Agency (NSA, he was anocinted
as the Davta Encrypfion Standard (DES).

I anoint thee as DESI
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'DES ruled in the land for over 20 years.
Academics studied him infen1'|y. For the
first time, rthere was some‘rhing speci'ﬁc to
look a+. The modern field of crypfography

Was born.
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Check out that

.. to the best of our Feistel metworkl

knowledge, DES is free

'From any sfa-ris'rical or
mourhemafical weakness.' Zfzz
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Over the years, many atrackers challenged
DES. He was defeated in several barttles.
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EFFs Deep Crack')

Disfribufed.ne-r?'



]The Ohly Wdy to STOP -rhe QTTOC'(S was to0 use

l_worked. but it was awfu“y slow.

DES 3 times in row to form 'Triple"DEs.' This
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Trip|e'DES . /



lAno*rher decree went ouf*...l

We need somefhing at
/ |e.asf as sfrong as

Trip|e.‘DE$, but it has

\/ tro be fast and flexible.
1
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This call rallied the crypto wizards
to develop something better.

Il use FROG
4 This is my shot /

at famell vl | [J—
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rj Twofish
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My creators, Vincent Rijmen and Joan
Daemen, were among these crypto wizards.
They combined their last names ro give me
my birth name: Rijndad.'

Vincent N

* That's pronounced "Rhine Dahl’ for the non'Belgians outr there.



]Everyone got together to vote amd:]

Vote for mel
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.and now I'm the new king of the crypto
world. You can find me everywhere.. Tntel
is even pu'rﬂng native instructions for me
in their nex+ chip to make me smokin' fastl!
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Any quesfions?
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Nice sfor‘y ond
a||, buf how does

crypto work?

4 |
Weird. I'm ourt...
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Act 2: Crypto Basics



Greaf quesfion! You on|y need to
know 3 bis ideas to understand
crypto.
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LBig Idea #I: Con‘FaaionJ

It's a 9ood idea to obscure the relaﬁonship
berween your real message ond your 'encry red’
message. An example of this ‘confusion’ is ff\e
trusty ol' Coesar Cipher:

Plaintex: ATTACK AT DAWN
SRR 1 A A A A B
[Ciphertexr: DWWDFN DW GDZQ

A+ 2 letrers = D




|Big Idea #2: Diffusion)

I+'s also a 9ood idea to spread outr the
message. An examp|e of +his 'diffusion'

is o simp|e co|umn fransposifion:
7
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ACD, TKA TAW ATN
L Ditfused by 3 spots
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Eig Idea #3: Secre.cy Only in the Ke.y/

Afrer thousands of years, we learned
that it's o bad idea 10 assume that no
one knows how your method works.
Someone will evenfua"y find that our.

" Tell me how i+t works!

Ok..
Greaxl Now: T \
can decode

/everyﬁnins!

BAD |
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Te" me how it works!

No problem! It's
on Wikipedia, but

T don't know the
key.
d \
/Drafs!
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Does fhaf answer
your quesﬂon?
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Thow Relp, Bak was
Ttoo0 9enera|. HOW dO 3
you work? DCTQl‘S? I

can t+ handle
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Act 3: Details



I'd be happy to tell you
how 1 work, but you have
to sign this first.

Oh.. what's that?
|
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Foo*“Shoo‘ring

Preven Tion Asreem ent

I __ . promise that once
Your Name
I see how aimple AES rea”y is, T will
not implemen1' it in Praducfian code
even ?haugh it would be rea“y fun.

This agreement shall be in effect
until the undﬂraigned creates a
meaningful interpretive dance that
compares ond contrasts cache-based,
timing, and other side channel atracks
ond their countermeasures.

X

Signature




1 fake your dafa and |oad it
into this YxY4 :f»quaure."E

.

ATTACK AT DAWN! i

N Paclding ot the
end since it
\ { wasn t exacﬂy
|16 byfes.
¢

! ]

* This is fhe 'sfovre mod'rix' fhaf I carry wifh me ot a|| times.



The initial round has me xor each inpuf
byfe with the correspondin9 byfe of the

fi rs+ round key.

T-1 .1 =T [
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IA Tribure 1o XOR |

There's a simple reason why I use xor to apply the key

ond in orher spots: its fast and cheap = a quick bi+

'ﬂipper‘. I+ uses minimal hardware and can be done in
/Parallel since no Peaky 'carry' bits are needed.
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lKey Expansion: Paors IJ

T need lots of ke.ys for use in later rounds. T derive all

of them from the initial key using a sumple muxmg
fechmque that's rea"y fast. Despnte its critics,”®

900d en ough

/

* By ‘Far, most comp|ainfa asainaf AES's design focus on this simphcify.
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u(ey Expansion: Par+ 20_1

I fake ‘rhe |asf co|umn o‘F -rhe previous round key
ond move the top byte to the bottom:

/
A ;K i 3
E
LYJ yéw

@Nexf, I run each byfe ‘rhrough o substitution box

-rha-r wi|| map it to somefhing e|se:
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lKey Expansion: Pars QbJ

@I fhen xor fhe column wifh o 'rouncl cons'ranf'

rhat is diﬂerenf for each round.
/

New 'Firs1'
column




lKey Expansion: Part 3|

The other columns are super‘easy.' IJ‘us'r xor the
previous column wifh fhe same column o'F fhe
previous round key. /

alcRs

Column from ’psevioua L——j new column
Prewous column \

round key

* Note that 256 bit keys are s|i3h-r|y more comp|ica1'ed.



Nex-r, I star+ -rhe. infe.rmedia-re. rounds. A round
is Jusrr o series of steps I repeat severa| times.
/The number of repetitions depends on the size

of the key.

b

b
Flp
b

ey

> DD
bOO
bhD
PDOD

L

é—
e_-—

.7

< -

]

|
i

b

KV

Infermedmfe Round .7 =~

Round
B_epeﬂfionsl geiZe
9 128

192

-

13 [256




Lf(ppb’ing Confusion: Substitute By-res/

T use confusion (Bui Ideoa #1) to obscure the

relationship of each byte. T putr each byte
into a substitution box (sbox) which wi|| map

/it to o different byre:
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[Applying Diffusion, Pars I Shifs RowaJ

Next I shift the rows to the left

_ Hiiiii yaahl

Denotes

TT 'permufaﬁon'

..and then wrap
them around
fhe o-rher side




LApplying Ditfusion, Part 2: Mix Columns

= HAE

I roke each
column and
mix up the
bits in it.

T
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\Appb’ing Key Secrecy: Add Round Ke‘):/

A+ the end of each round, T apply the next round

/key wifh an xor:
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In the final round, 1 skip the Mix Columns’
step since it wou|<|n"r increase securify'
ond would J'us1' slow fhings down:

Final Round )

A

*The diffusion it would provide. wouldn't go to the next round.



...and that's it. Each round 1 do makes the bits
more confused and diffused. I+ also has the key
impaa' them. The more rounds, the merrier!
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Defermining fhe number of rounds a|waya
invo|ves several fradeo‘F‘Fs.
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Securify-ﬁ &— Performance

'Se.curify a|ways comes at o cost to perfarmance' - Vincenf Rijmen



When 1 was being cle.ve.|ope.<|. o clever guy was oble
ro find a shortcut pafh fhrough 6 rounds. That's no+
9oo<“ I you look carefu”y, you'“ see that each bir of
o round's output depends on every bit+ from two
rounds ago. To increase this diffusion 'ava|anche,'

I added 4 extra rounds. This is my 'securi‘ry margin.'
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So in pictures, we have -rhus

Intermediate Roundj

Round /KCyS S
b b b
" b L :3 256

| . Final Round}




Decryp-rir_wi means doin_q everthins in reverse
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Here the final round'

3oes 'Fi rs+.
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One last tidbit: T shouldn't be used oS~Iis, but

rafher as o building block t0 o decenf 'mode.'
¥

Electronic Codebook Mode Cipher-bbck Ch‘“”‘”s
(ECB) (CBCQC)

Initialization I""P“ﬂ Inpuf2
Vector (V) =y o &
y v

Ke Ke
Keys]AES Key -) 4 =2 ”@
W

Output,  Outpurt,

Inpufl Inpu-r2

Oufpu-r, 0“*?“*2

BADI ’ Bettrer o

ﬁﬁ




Maoke sense? Pid rhat

answer your quesfion?

'

Almost..except you J’usf
waved your ands and
uaed weird analogies.

What really happens?




Anofher 3re.a1' quesfion! If's
not hard, buf... it invo|ves

/ a little.. math.

I'm game.
Bri/ng it onll

’ Ma+th is har‘d!
Let's 9o shopping!
[/
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